jbossa Jlail cg> httpd wuad sloiadl
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LS 13
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o 590 sl elepinan [0 addas (! cval sl Wl oo ot oS L astivss (pl 5l asloalss solaiul
Syl ool
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i Jol g0 ¥ i
5 J=lye abjboss 4y bls | slowl ¢ secure ow o httpd JolS" ceas gl « Julepionans cuai 51

..\...:l.a..’ le" |)
httpd a3 @

el Glaads a g e
mod_jK.s0 (suis 0,50 g cuai @
mod_ssl.so gaiue Sy @
monit gasue Sy @

jboss (sxigo S @

ro.:.)}.o.: oolaiw/ ‘fio.r.}}.:j ‘;L@/ J}Ju/jﬂ-c LY J}J}J )/M 4.:}4.:0.:/).) L Jw/d}}; L,L:[.‘? ;..L:

httpd wead —1—Y

.L:'Lw w});.u;l)httpdm.bffrpm

[# om - 1 hcepa—r+o» |

)j...ld/a aLa Jete BE) httpd rb “ L;\A.Jﬁ I A_)'i\ BE)

# 1ls /etc/httpd
T

confconf.d logs modules run

to! oS adgi —Y-Y
e on 3 (55 ke e Il cpl o openssl il 4 5L sl sbaadS sl

aled Jis el ladds W5 gl 1y s e 258 o0 ol ot

LaddS o 25 gl gladgy ol @

#mkdir /etc/httpd/key
# cd /etc/httpd/key

self sign certificate gladds Ay o
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# opensslreq -config/etc/pki/tls/openssl.cnf -new -out server.csr

29
Generating a 1024 bit RSA private key
.................. ++++++
o o o AFAFAFARARF
writing new private key to 'privkey.pem'
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:

o3lil (gumy Slacand 55 i ol choled 3,05 e 4edS Ol e 4 (5 SIS e 4dS SO}

{o5800

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:{cwl g Ll cuand -ul}

State or Province Name (full name) [Berkshire]l: {c.l g Ll cud i}
Locality Name (eg, city) [Newburyl: {c.l g )l cwdsd -ul}

Organization Name (eg, company) [My Company Ltd]: {C.l g Ll Cud -ul}
Organizational Unit Name (eg, section) []:{cwl g Ll Cad 01}

Common Name (eg, your name or your server's hostname) []:

FLoasm el doas ol e s alP{agles 350515 55

Email Address []:{cwl g bl cuand pl}

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:{cwl g Ll Cuad 01}

An optional company name []:{c.l g latl Cud opl}

# ls/etc/httpd/key

29
privkey.pemserver.csr

# opensslrsa —-in privkey.pem -out server.key
By

Enter pass phrase for privkey.pem:
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{ aoles a0y ol 1y |3 dm o 55 0l o33 5ee 40lST
writing RSA key

# ls/etc/httpd/key

29
privkey.pemserver.csrserver. key

# openssl x509 -in server.csr -out server.crt -req -signkeyserver.key -days 365

29
Signature ok
subject=/C=GB/ST=Berkshire/L=Newbury/O=My Company Ltd/CN=FOR-test
Getting Private key

# 1ls /etc/httpd/key

29
privkey.pem server.crt server.csrserver.key

g g oslinal ST e 55 sladlds ool 5l s plosil ol go L Lads oL

mod_jk.50 S0 0 )X g wuad —Y'—Y
5 ol Llals 5 apache oL 51 Of g 55K0s els 355 elyss mod_jk gadlge oz (gl
httpd (gases b celize mod_jk.so s 5kls 6 s
Jol sy 2 @

M)\JM)FWJJ}T{)L") (@]
http://apache.mirrors.hoobly.com//tomcat/tomcat-connectors/jk/tomcat-connectors-1.2.37-src.tar. gz
httpd—devel &.M.m 9 b}.u.} O

|# rpm -i httpd-devel

ek 55kl Jilé Os,Suntar o

I#tar zxvE tomcat-connectors-1.2.37-src.tar.gz

tomcat connector JJ s o

# cd native

# ./configure --with-apxs=/usr/sbin/apxs
# make

#su -c 'make install’

Lol S Jetc/httpd/modules pows jo 1) 00l odgs mod_jk.so L o

£33 P> ®
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/etc/httpd/modules e 53 5 doled 5508 ols s hittpd ases L ulize |, mod_jk.so b

Aoled 0,53

doles 6ol 0T a1, 5 pslie 5 S sl Vete/httpd/conf.d/ eees 53 |, mof-jk.conf b

# Load mod jk module
# Specify the filename of the mod jk lib
LoadModulejk module modules/mod Jjk.so

# Where to find workers.properties
JkWorkersFileconf.d/workers.properties

# Where to put jk logs
JkLogFile logs/mod jk.log

# Set the jk log level [debug/error/info]
JkLogLevel info

# Select the log format
JkLogStampFormat " [%a %b %d $H:%M:%S $Y]"

# JkOptions indicates to send SSK KEY SIZE

# Notes:

# 1) Changed from +ForwardURICompat.

# 2) For mod rewrite compatibility, use +ForwardURIProxy (default
since 1.2.24)

# See http://tomcat.apache.org/security-jk.html

JkOptions +ForwardKeySize +ForwardURICompatUnparsed -
ForwardDirectories

# JkRequestLogFormat
JkRequestLogFormat "%w %V ST"

# Mount your applications

JkMount / application /* loadbalancer

# Let Apache serve the images

JkUnMount / application /images/* loadbalancer

# You can use external file for mount points.

# It will be checked for updates each 60 seconds.
# The format of the file is: /url=worker

# /examples/*=loadbalancer
JkMountFileconf.d/uriworkermap.properties

Add shared memory.

This directive is present with 1.2.10 and

later versions of mod jk, and is needed for

for load balancing to work properly

Note: Replaced JkShmFile logs/jk.shm due to SELinux issues. Refer

H= o S e

to
# https://bugzilla.redhat.com/bugzilla/show bug.cgi?id=225452
JkShmFile run/jk.shm

# Add jkstatus for managing runtime data
<Location /jkstatus>
JkMount status
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Order deny,allow
Deny from all

Allow from 127.0.0.1
</Location>

ales wlol of &l 5 pslie 5 S sblete/httpd/conf.d/ s s |, workers.properties b

# The advanced router LB worker
worker.list=router
worker.router. type=1b
worker.router.balance workers=nodel, node2

# Define the first member worker
worker.nodel.type=ajpl3

worker .nodel .host={name or IP of app server 1}
worker.nodel.port=8009

# Define preferred failover node for nodel
worker.nodel.redirect=node2

# Define the second member worker
worker.node2.type=ajpl3

worker .node2.host={name or IP of app server 2}
worker.node2.port=8009

# Disable node2 for all requests except failover
worker.node2.activation=disabled

L I, workers.properties  J;b Aules (LS loadbalancing g Dhttpd & ls A2l &S S50 52

worker

worker.
worker.
worker.
worker.
worker.
worker.

worker.
.node?2
worker.

nodel
nodel
nodel
nodel
nodel
nodel
nodel

node?2
node?2

node?2

# Define list of workers that will be used
# for mapping requests

# The configuration directives are valid

# for the mod jk version 1.2.18 and later
#

worker.list=loadbalancer, status
# Define Nodel

# modify the
worker.

host as your host IP or DNS name.

.port=8009

.host={name or IP of app server 1}

.type=ajpl3

.1lbfactor=1

.prepost timeout=10000 #Not required if using ping mode=A
.connect timeout=10000 #Not required if using ping mode=A
.ping mode=A #As of mod jk 1.2.27

# worker.nodel.connection pool size=10 (1)

# Define Node2
# modify the
worker.

host as your host IP or DNS name.

.port=8009

.host={name or IP of app server 2}
.type=ajpl3

.1lbfactor=1
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worker.node2.prepost timeout=10000 #Not required if using ping mode=A
worker.node2.connect timeout=10000 #Not required if using ping mode=A
worker.node2.ping mode=A #As of mod jk 1.2.27

# worker.nodel.connection pool size=10 (1)

# Load-balancing behaviour
worker.loadbalancer. type=1b
worker.loadbalancer.balance workers=nodel,node2

# Status worker for managing load balancer
worker.status. type=status

Ol ly ;i3 pslie s AS sl APACHE_HOME/conf s s |, uriworkermap.properties Jb

sl aslsl

# Simple worker configuration file

#

# Mount the Servlet context to the ajpl3 worker
#/portal*=router

/{application modules}*=router

/myapp/*=router

! /myapp/images/*=router

uriworkermap.properties |, sl a5 loadbalancing g Lhttpd & jls dad oS S50 5o

doles s pslis L

# Simple worker configuration file

#

# Mount the Servlet context to the ajpl3 worker
#/portal*=loadbalancer
/{applicationmodules}*=1loadbalancer
/myapp/*=loadbalancer

! /myapp/images/*=loadbalancer

oz Lo TEStAT | httpd s 5 ;e

I# service httpd restart

mod_ssl.so (G0 ySw -f-Y
aled a5k Jeleptin s b il I, mod_ssl.so 44 3s 45 b 4 e TpmM

s led sb| /ete/httpd/conf.d/ssl.conf LB 51, 5 ol oss
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iAoles ablsl VirtualHost oS5 51 131, 55 polis o

|JkMount /{applicationmodules}* router I

Lo eolie (Bg polie (glow dulal (....E.ﬂ loadbalancing <> httpd s s &S S50 s
LS wlol

|JkMount /{applicationmodules}* loadbalancer I

4 a>¢5 |, SSLCertificateFile ¢SSLCertificateKeyFile slaald sly 94> 50 s ©

RV SVE SLISOVP P VI VYW LRV PV I E O N WA U PY S W L oo

SSLCertificateFile/etc/httpd/key/server.crt
SSLCertificateKeyFile /etc/httpd/key/server.key

oz Lo TEStAT | httpd s 5 e

| # service httpd restart |

monit G0 S —O—Y

el Joe 5 Jolie bl QT 00,5 (gl led aai g 00,5 dolils |, monit Jgjle
| # chkconfig --level 235 monit on |

oS adlsl Tty 15 polie eages olou! |, /ete/monit.d/httpd_monit.conf |5

check process apache with pidfile /var/run/httpd.pid
start program = "/etc/init.d/httpd start"
stop program = "/etc/init.d/httpd stop"

asles start |, monit s gy

| # service monit start |

R
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jboss (gawe S —F—Y

)JQLM W) u)f ).la.t )O éJ 9 ‘51..4| )9 0‘9..4.: S K9 9o B )O ..\:{l.gjbOSS p.a_la.u LS‘)"
jboss 5,5 4 a>g L server.xml LB wss casled 2ol 53 s 5 4 | server.xml o 5490
)‘ w.u)l.&
o InJBoss 5: $JBOSS HOME/server/all/deploy/jbossweb.sar/server.xml
e InJBoss 4.2.x and EAP 4.x: $JBOSS_HOME/server/all/deploy/jboss-
web.deployer/server.xml
o In earlier releases: $JBOSS HOME/server/all/deploy/jbossweb-

tomcatXX.sar/server.xml where XX is 40, 50, 55 etc depending on the Tomcat
version embedded in the AS

L ) worker.router.balance_workers als (¢l a5 spolae 4 a>g L |, jvmRoute daasin
odds pulais Jk-Y-Y al> o workers.properties |18 ,o (worker.loadbalancer.balance_workers

awled adlsl <Engine/> S5 o ol

<Engine name="jboss.web" defaultHost="localhost" jvmRoute="{name of
router worker} ">

</Engine>

ol Jol> loeb! 1 K5 oe uncomment

<!-- A AJP 1.3 Connector on port 8009 -->
<Connector port="8009" address="${jboss.bind.address}"
emptySessionPath="true" enableLookups="false"
redirectPort="8443"
protocol="AJP/1.3" connectionTimeout="600000"
maxThreads="200"/>

L g oS Jis sle application server 4 oS G badS oboul al> o )0 oals adgi slaal s 5l

dmles B ymajboss a ) o] 55 g

# keytool —-import -trustcacerts -file {web server key} - alias
CA ALIAS -keystore{cacert path}

ol oo changeit Coowd (! )0 oolaiwl 5)50 jgue dolS :aiSS

..\...'Lm oolazw! ») QSL“ u_i,...l )| ..\..4‘9....‘0 J.....«...: Sledds| 6‘)—.'

https://community.jboss.org/wiki/UsingModjk12 WithJBoss

http://www.techiegyan.com/2008/08/01/how-to-setup-httpsssl-using-apache-web-server-
httpd/
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